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Addendum No. 1 dated August 05, 2025

Procurement of: Hardware Equipment and Supplies for Health Management and Information Systems

No.

Criteria

Existing Clause

Modified Clause

Section VII — Schedule of
Requirements, Page 85

3. Technical Specification
(26 -a)

Dell PowerEdge R760 Server
Dual Intel Xeon Gold 6426Y (16 cores each)

512GB DDRS5 4800MT/s ECC RDIMM

S2x 480GB M.2 SSD in BOSS, 4x 960GB G4
NVMe SSD in RAID10

2x 10/25GbE SFP28 OCP 3.0
2x 1400W Hot-plug PSUs

2U Rackmount

= Processor: Dual Socket Server-class Processors with minimum 32 cores each

(64 total cores) supporting virtualization technologies and minimum 2.8
GHz base frequency

Memory: 512GB DDR5 ECC Registered Memory, minimum 4800 MT/s
speed, distributed across all memory channels for optimal performance

Storage Configuration:

* Boot Storage: 4 x 480GB M.2 NVMe SSDs in mirrored configuration

* Data Storage: 7 x 3.84 TB Enterprise-grade SSDs configured in RAID 6
array or better

Network Connectivity: Dual port 10/25 Gigabit Ethernet adapter with SFP28
connectivity supporting network virtualization and high-bandwidth
requirements

SAN Switch Connectivity: Must support SAN Switch connectivity via HBA
of 2x16 GBps including SFP and patch cords

Power Supply: Dual 1400W Hot-swappable Redundant Power Supply Units
with 80+ efficiency rating

Form Factor: 2U Rackmount chassis optimized for data center deployment

Additional Requirements:

» Hardware-assisted virtualization support

* [IOMMU/VT-d technology support

* Minimum 64 PCle lanes for expansion

* Integrated server management controller

* Enterprise-grade reliability features (ECC, hot-swappable components)

Performance Target: System capable of supporting 120 virtual CPUs with
1:2 oversubscription ratio (60 physical cores minimum)

Section VII — Schedule of
Requirements, Page 86

Dell PowerEdge R760 Server
Dual Intel Xeon Gold 6426Y (16 cores each)

= 2 Processor: Dual Socket Server-class Processors with minimum 32 cores
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No. Criteria Existing Clause Modified Clause
each (64 total cores) supporting virtualization technologies and minimum 2.8
3. Technical Specification | 512GB DDRS 4800MT/s ECC RDIMM GHz base frequency
(26 -b) ] , . .
2x 480GB M.2 SSD in BOSS, 4x 960GB G4 Speet. disibuted arose all memory channels for optimal performance.
NVMe SSD in RAID10 peed, y pHmAtP
2x 10/25GbE SFP28 OCP 3.0 = Storage Configuration:
2x 1400W Hot-plug PSUs * Boot Storage: 4 x 480GB M.2 NVMe SSDs in mirrored configuration
2U Rackmount * Data Storage: 7 x 3.84 TB Enterprise-grade SSDs configured in RAID 6
array or better
= Network Connectivity: Dual port 10/25 Gigabit Ethernet adapter with SFP28
connectivity supporting network virtualization and high-bandwidth
requirements
= SAN Switch Connectivity: Must support SAN Switch connectivity via HBA
of 2x16 GBps including SFP and patch cords
= Power Supply: Dual 1400W Hot-swappable Redundant Power Supply Units
with 80+ efficiency rating
= Form Factor: 2U Rackmount chassis optimized for data center deployment
» Additional Requirements:
» Hardware-assisted virtualization support
* JOMMU/VT-d technology support
* Minimum 64 PCle lanes for expansion
* Integrated server management controller
* Enterprise-grade reliability features (ECC, hot-swappable components)
» Performance Target: System capable of supporting 120 virtual CPUs with
1:2 oversubscription ratio (60 physical cores minimum)
3 Section VII — Schedule of | Section VII — Schedule of Requirements, Page 70 The following clause is added at the top of page 70:

Requirements, Page 70

“All technical specifications contained in this procurement document establish
minimum performance criteria and functional requirements. References to
particular manufacturers, brand names, or specific product models are cited
for specification purposes only and shall not be construed as limiting
competition. Bidders are encouraged to propose technically equivalent or
superior solutions from any qualified manufacturer that demonstrate
compliance with the stated technical parameters and performance standards
outlined in these tender documents”.
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No. Criteria Existing Clause Modified Clause
4 Technical Specifications Technical Specification (Page no 79-91) - OEM All technical specifications contained in this procurement document establish
(Page no 79-91) — OEM minimum performance criteria and functional requirements. References to
particular manufacturers, brand names, or specific product models are cited for
specification purposes only and shall not be construed as limiting competition.
Bidders are encouraged to propose technically equivalent or superior solutions
from any qualified manufacturer that demonstrate compliance with the stated
technical parameters and performance standards outlined in these tender
documents.
5 Section VII — Schedule of | "Microsoft SQL Enterprise 2019 core-based licenses with SQL SA Subscription" | "Microsoft SQL Enterprise 2019 licenses"
Requirements, Page 91
Total Count of Microsoft SQL License for DC -4 x2 =8 Core & DR2x 2 =
Technical Specification of 4 Core
Software and Licenses
6 Hardware NAS Box for Backup — 30TB: NAS Box for Backup — 30TB:
Recommendations for IT | - Processor: Intel Xeon D-1541 8-Core 2.1Ghz CPU - Processor: Intel Xeon D-1541 8-Core 2.1Ghz CPU
Infrastructure, Page 86 - 64GB DDR4 ECC Memory (Max 64GB Support) - 64GB DDR4 ECC Memory (Max 64GB Support)
- Dual 10 Gbe SFP++ Quad 1G RJ45 LAN On-Board - 06 Nos x 06 TB Enterprise | - Dual 10 Gbe SFP+ + Quad 1G RJ45 LAN On-Board
3. Technical Specification | Sata Hard disk RAID 5 + 2 Hot Spare - 08 Nos x 06 TB Enterprise Sata Hard disk RAID 5 + 2 Hot Spare
(26 -d) - Redundant Power Supplies, Slide Rail Kit - Redundant Power Supplies, Slide Rail Kit
7 Hardware Other Hardware & Security: Other Hardware & Security:
Recommendations for IT | - Firewall - Firewall
infrastructure, Page 86 - NGFW Throughput: At least 10 Gbps - NGFW Throughput: At least 10 Gbps
- Ports: 1 USB port, at least 3 x 10GE SFP+ Slots - Ports: 1 USB port, at least 3 x 10GE SFP+ Slots
- Onboard Storage: Minimum 2 x 450 GB SSD - Onboard Storage: Minimum 2 x 450 GB SSD
- Firewall should support High Availability Configurations of Active-Active, | - Firewall should support High Availability Configurations of
Active-Passive, Clustering Active Subscription: Minimum 3+2 years Active- Active, Active-Passive, Clustering
Active Subscription: Minimum 3 Years
8 Technical  Specification | Microsoft defender/ The information mentioned in the right column stands deleted from the RFB.
(Page no 87) — Server & | Kaspersky Next EDR Optimum
Infrastructure  Hardware | considering 1000 user
Requirement - 26 (g) for 3year
(Rs1500*1user) = 1500 for one year
Rs1500*1000user) = 1500000 for one year
9 Section VII — Schedule of | SAN Storage Server: The SAN Storage specifications must be read as follows, and the final quantity

Requirements, Page 73

- SAN Storage Server with Dual Controller and DUAL port FC/iSCSI connectivity
per controller
- 15x 1.2 TB 10K SAS Drives with RAID 5 Support

of SAN Storage must be considered as Two (2)

"SAN Storage Server:
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No.

Criteria

Existing Clause

Modified Clause

List of Goods and
Delivery Schedule - Point
no 26 (c)

- DUAL Port 16 Gbps SAS Port,
- 16 Gbps Dual Port SAS Card for above RACK Servers

- SAN Storage Server with Dual Controller and DUAL port FC/iSCSI
connectivity per controller
- 18 TB 10K SAS Drives with RAID 5 Support

(Page No 73) - 30 TB usable Storage with 10K SAS Drives with RAID 6 Support - for
Exchange Mail servers for 5,000 Users
-Dual-port 16G FC HBA configuration required per controller, inclusive of
SFP+ optical transceivers and LC-LC fiber optic patch cords
- Must Support Storage replication from Dayl "
10 Hardware Minimum Technical Specifications for Web Application Firewall (WAF) must

Recommendations for IT
infrastructure, Page 88 -
Technical Specifications

Web Application Firewall (WAF) - Solution must provide comprehensive
protection for web applications and APIs - Traffic Inspection: Real-time traffic
inspection for HTTP/HTTPS protocols, with automatic signature -based detection
- Must support SSL/TLS decryption and inspection. - Bot Protection: Built -in bot
protection to detect and mitigate automated threats like scraping, brute force, and
account takeover. - Threat Intelligence: Integration with global threat intelligence
feeds for up -to - date protection against emerging threats. - Must support real -
time threat feed integration. - DDoS Protection: Protect against Distributed Denial
of Service (DDoS) attacks at Layer 7 (application layer) with rate limiting and
anomaly detection. - Must include rate limiting and anomaly detection features -
Application Layer Protection: Protection against OWASP Top 10 vulnerabilities
(e.g., SQL Injection, XSS, CSREF, etc.) - Must include OWASP Top 10 protections
by default. - Policy Management: Must offer an intuitive, user - friendly policy
management console - Security Logging & Reporting: Must support Syslog,
integration with SIEM tools, and comprehensive report generation. - High
Availability: Must support clustering for high availability. - False Positive
Management: Must have automated false positive detection and mitigation. -
Alerting & Notifications: Must support email, SMS, and integration with ticketing
systems for alerts. - Support & Maintenance: Must include 24/7 support with
escalation procedures. Training & Documentation: Must include comprehensive
product documentation and optional training.

support the following points
- The proposed solution should be a dedicated WAF device not as add on
license Feature NGFW and ADC.

- The WAF OEM should be different from Firewall OEM.

- The proposed solution should have 4x1GbE copper ports, 2x10GbE SFP+
ports (SX Fiber incl.) and should have 4 TB SSD.

- The appliance should support L7 RPS should be 2.5 million and support 20
K SSL TPS for RSA 2K key, 14K SSL TPS for ECC.

- WAF should supports in-line modes- Bridge, routed, transparent mode,
reverse proxy mode and out of path (TAP/SPAN).

- The WAF should support negative and positive security model The positive
Security recognizes the characteristics of normal application traffic by
automatic traffic learning in order to form the positive security model
(whitelist model), which allows only traffic matching these whitelists to
pass.

- WAF should support http normative inspection; support HTTP protocol
decoding and check related fields, including URI, request method, response
status code, HTTP header fields and other HTTP elements, etc.

- The legality of the HTTP protocol should be verified based on the RFC,
including the length of the HTTP Request line, URL length, protocol name
length, header value length, transmission sequence and application format
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Criteria

Existing Clause

Modified Clause

(such as HTML parameters, Cookie version and format, Multipart/form-data
encoding of file upload) etc.;

- The WAF should detect and block SQL injection attacks, support injection
detection based on get, post, cookie, etc., and support the detection of code
bypassing SQL injection; The WAF should prevent XSS cross-site attacks,
including the detection of storage and reflection cross-site methods, and the
detection of code bypassing XSS cross-site attacks;

- The solution should provide full ipv6 support and OEM should be IPv6 gold-
certified. OEM should be listed vendor for ipv6 phase-2 certification.

- The WAF should protect against command injection attacks, such as Linux
and Windows system command execution; The WAF should protect against
common types of injection attacks, including SSI, LDAP, XPATH, mail
header, file injection, etc.

- The WAF should support the detection of uploading web shell attacks. The
detection method should be based on the content of the uploaded file, while
protecting against illegal access to the web shell; The WAF should support
HTTPS-based attack protection and detection of attack behaviour in
encrypted data packets.

- The WAF should protect application layer and Network DOS attacks, support
application layer resource consumption type denial of service attack
detection and denial of service attack detection caused by malformed data
and malformed protocol.

- The WAF should prevent attacks against session tampering and hijacking,
including attacks against cookie, session and user parameters, and can
prevent attacks such as directory traversal attacks and CSRF attacks.

- The WAF should have the ability to detect and filter the attacks of abnormal
HTTP requests, such as put and delete methods, HTTP request header
parameters, such as user-agent and range fields; whitelist filtering based on
URL and parameters; HTTP request referrer field.
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Existing Clause

Modified Clause

The WAF should support Anti-leech to prevent the attacker from using
technical means to bypass other commercial end-user windows (such as
advertisement) and providing services belonging to other service providers
to end users on their own website.

The WAF should support Web Anti-Defacement (WAD) function to detect
and prevent the defaced web pages from being returned to the client. It
should return the cached original web page to make the anti-defacement
effects unnoticeable or returns a 503-error page to the client to end the
service.

The WAF should have the information suppression function for the
application platform to prevent the leakage of related information, such as:
Web server version information, operating system information, database
information, etc.

The WAF perform deep packet inspection to prevent sensitive or private data
from leaking. You can define sensitive data models through regular
expressions, such as ID number, mobile phone number, social security
number, credit card number, etc.

The solution should provide comprehensive and reliable support for high
availability and N+1 clustering based on Standard VRRP Per VIP based
Active-active & active standby unit redundancy mode.

The access control of black and white lists should be supported, and global
and local settings should be supported.

The WAF support access control based on client source IP, server URL and
port.

The WAF should support IP reputation subscription to protect against Botnet,
Cybercrime, Phishing, SPAM, TOR, scanners etc.

The WAF should support Access control based on GeolP regions: The
administrator can generate IP blacklist based on the IP region table to achieve
the region-based access control. The WebUI can generate and display region-
based statistics graphs/security events.
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Existing Clause

Modified Clause

- The WAF should support status monitoring. The monitoring information can
be incorporated into the network management system through SNMP. The
status information of the system monitoring should include: system running
status, system running time, system version, CPU usage, memory usage,
remaining disk space, Interface status, etc.

- The WAF should support rollback after system upgrade or signature database
upgrade fails. The WAF should have regular own Signature updates.

- The WAF should have reports which can be generated according to time, and
the report graphics can be set to column, bar, and pie charts. Reports can be
exported to multiple formats, such as PDF, HTML and Excel; The WAF
should have reports which can be automatically generated on a regular basis,
such as daily, weekly, and monthly; the reports can be sent to the designated
recipient via FTP or email.

11

Hardware
Recommendations for IT
infrastructure, Page 89 —
Technical Specification

Hardware Load balancer - Must support both Layer 4 (TCP/UDP) and Layer 7
(HTTP/HTTPS) load balancing. - Traffic Distribution: Must support multiple load
balancing algorithms such as round-robin, least connections, IP Hash, etc. - High
Availability: Must provide active-active or active- passive HA configurations with
automatic failover. - Health Monitoring: Must support custom health checks for
backend services (e.g., HTTP, HTTPS, TCP). - SSL/TLS Offloading: Must
support SSL/TLS offloading, with the ability to decrypt and inspect traffic. -
Traffic Security: Must support SSL passthrough and end- to-end encryption. -
Global Server Load Balancing (GSLB): Must support GSLB with DNSbased load
balancing. - Session Persistence (Sticky Sessions): Must support sticky sessions
based on cookies, IP hash, etc. - Scaling and Elasticity: Must support auto-scaling
and elastic load balancing. - Traffic Monitoring and Analytics: Must provide
detailed traffic analytics, with reporting and dashboards for visibility into system
performance. - DDoS Protection: Must provide rate-limiting, anomaly detection,
and integration with external DDoS protection services. - Failover Mechanistic:
Must support automatic failover to healthy backend servers without service
disruption. - Alerting & Notifications: Must support integration with alerting
systems (email, SMS, syslog) and ticketing tools. - Compliance with industry
standards such as PCI DSS, HIPAA, and GDPR. - Must assist with compliance by
supporting security and data protection standards. - Must support detailed logging
with integration to SIEM tools for auditing and security monitoring.

Minimum Technical Specifications for Link Load Balancer must support the

following points:

- Should be high performance purpose built dedicated next generation
hardware to load balance traffic from different ISPs not as add on license
Feature on NGFW and Router. Support for multiple internet links in Active-
Active load balancing and active-standby failover mode.

- Appliance should support 6x1GbE copper ports, 6x10GbE SFP+ fiber ports
& The appliance should have 32GB RAM and 4 TB SSD. Platform should
support Minimum 20K SSL TPS for RSA 2048 bit key and 14K SSL TPS for
ECC (ECDSA-SHA256). The appliance should have minimum 20Gbps of
system throughput from day one.

- Appliance must have link load balancer license & server load balancer license
comes by default along with base license including ipv6. Should support
Outbound load balancing algorithms like round robin, Weighted round robin,
shortest response, hash ip, target proximity and dynamic detect.

- Standard policy to implement business logic on network without changes in
application code. Should support Outbound & inbound load balancing
algorithms like round robin, Weighted round robin, proximity.
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Criteria

Existing Clause

Modified Clause

Should support Static NAT, Port based NAT and advanced NAT for
transparent use of multiple WAN / Internet links. IPV6 support with [Pv6 to
IP4 and IPv4 to IPv6 translation and full IPv6 support. IPV6 support with
DNS 6 to DNS 4 & DNS 4 to DNS 6 translation, Domain name support for
outbound link selection for FQDN based load balancing.

Shall provide individual link health check based on physical port, ICMP
Protocols, user defined 14 ports and destination path health checks. Health
check for intelligent traffic routing, failover. In case of link failure, device
should detect it in less than 30 seconds and divert the traffic to other available
links. Should provide mechanism to bind multiple health checks, support for
Application specific VIP health check and next gateway health checks.

Should support various deployment modes for seamless integration including
reverse proxy (IPv6 to IPv4, IPv4 to IPv6) and IPv6 to IPv6 transparent and
reverse proxy mode. Should support persistency features including RTS
(return to sender) and ip flow persistence.

Security should support advance ACLs to protect against network-based
flooding attacks, define ACL's rules based on connections per second (CPS)
and concurrent connections (CC), cookie value utilizable for the clients on a
specified subnet/IP or network.

Should support advance ACLs to protect against network-based flooding
attacks, define ACL's rules based on connections per second (CPS) and
concurrent connections (CC), cookie value utilizable for the clients on a
specified subnet/IP or network.

Should support QOS for traffic prioritization and provide QOS filters based
on port and protocols including TCP, UDP and ICMP Protocols. support rate
shaping, integrated firewall module to protect the device itself from network-
based DOS and DDOS attacks. Also, security features like reverse proxy
firewall, Syn-flood and dos attack protection features from the day of
installation.

Solution should support DDoS attacks like Protocol Attack: SSL invalid
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Criteria

Existing Clause

Modified Clause

packet, SSL handshake attack, SSL renegotiation, HTTP invalid packet
attack — Application Attacks: HTTP slow attack, HTTP flood attack, long
form submission, Challenge Collapse (CC), Hashdos, DNS NXDomain
flood — Network Attacks: SYN flood, ICMP flood, Ping of Death, Smurf, IP
option — HTTP & DNS ACL rules, ACL blacklist — Monitoring and Logging:
PUSH/ ACK flood, FIN/RST flood, Connection flood, UDP flood — Machine
learning of traffic patterns and automatic configuration of HTTP/DNS
thresholds to defend against anomalous traffic.

- The appliance should support site selection feature to provide global load
balancing features for disaster recovery and site redundancy. Global load
balancing should support advance functions Authoritative name sever, DNS
proxy/DNS NAT, full DNS server with DNSEC, DNS DDOS, application
load balancing from day one.

- Capable of handling complete Full DNS bind records including A,MX,
AAAA, CNAME, PTR, SOA etc. GSLB solution should able to evaluate
round trip time (RTT), Packet Loss Ratio (PLR) and hop count for dynamic
proximity calculations.

- The appliance should support global server load balancing algorithms
including: Weighted round robin, Weighted Least Connections,
Administrative Priority, Geography, Proximity, Global Connection Overflow
(GCO), Global Least Connection (GLC), IP Overflow (IPO), should support
dynamic proximity and static proximity rules to direct the traffic to closest
datacentre/Defined locations.

- Shall provide individual link health check based on physical port, ICMP
Protocols, user defined 14 ports and destination path health checks.

- GSLB SDNS should provide full IPv6 functionality with support for AAAA
DNS resolution, proximity rule support for IPv6, dynamic proximity (to
detect IPv6 local DNS’s) and SDNS health check for IPv6 service IPs.

- Should provide comprehensive and reliable support for high availability and
N+1 clustering based on Standard VRRP Per VIP based Active-active &
active standby unit redundancy mode.
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- Stateful session failover with N+1 clustering support when deployed in HA
mode.

- Support for multiple communication links for realtime configuration
synchronizations including HA group, gateway health check, decision rules,
SSF sessions etc. and heartbeat information.

- Should support floating MAC address to avoid MAC table updates on the
upstream routers/switches and to speed up the failover. Should support for
secondary communication link for backup purpose.

- Should support floating IP address and group for stateful failover support.
Appliance must have support 256 floating ip address for a floating group.

- Should support built in failover decision/health check conditions including,
CPU overheated, system memory, process health check, unit failover, group
failover and reboot. should also have option to define customized rules for
gateway health check - the administrator should able to define a rule to
inspect the status of the link between the unit and a gateway. Configuration
synchronization at boot time and during run time to keep consistence
configuration on both units.

- The appliance should have extensive reporting and logging with inbuilt
tcpdump like tool and log collection functionality, should have SSH CLI,
Direct Console, SNMP, Single Console per Cluster with inbuilt reporting.
provide detailed logs and graphs for realtime and time-based statistics.
Multiple configuration files with 2 bootable partitions for better availability
and easy upgrade / fallback. support led warning and system log alert for
failure of any of the power and CPU issues.

Should support XML-RPC for integration with 3rd party management and
monitoring of the devices.

12

Section VII - Schedule of
Requirements —
Technical Specifications
of Software and Licenses,
Page 91

Technical Specifications of Software and Licenses

All software specifications contained in this procurement document establish
minimum functional requirements and performance criteria. Any references to
specific vendors, product names, or proprietary technologies are included
solely to illustrate required functionality and should not be interpreted as
limiting competition. Bidders are encouraged to propose functionally
equivalent or superior software solutions from any qualified provider, provided
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No. Criteria Existing Clause Modified Clause
they meet or exceed the technical parameters and performance standards
described in these tender documents.
13 Section II - Bid Data The Incoterms edition is: Incoterm@2020. - DDP (Final destination as per ITB | The Incoterms edition is: Incoterm@2020. — CIP (Final destination as per ITB
Sheet (BDS)- 14.8). 14.8).
ITB 14.7
Delivered Duty Paid (DDP) - Seller is responsible for delivering the goods to the
named place in the country of the buyer, and pays all costs in bringing the goods
to the destination including import duties and taxes. The seller is also responsible
for unloading. No risk or responsibility is transferred to the buyer until delivery of
the goods at the named place of destination. Additionally, the Seller has the
responsibility of support in all covered insurance till hand over of the goods.
14 Section II - Bid Data Deadline for Bid submission is: Deadline for Bid submission is:
Sheet (BDS)- Date: August 26, 2025
ITB 22.1 Date: August 12, 2025 Time: 10:00 a.m.
Time: 10:00 a.m.
15 Section II - Bid Data Date and Time for Bid Opening: Date and Time for Bid Opening:
Sheet (BDS)-
ITB 25.1 Date: August 12, 2025 Date: August 26, 2025
Time: 10:15 a.m. Time: 10:15 a.m.
16 Section II - Bid Data Deadline for receipt of clarifications: Deadline for receipt of clarifications:
Sheet (BDS)-
ITB 7.1 Requests for clarification should be received by the Purchaser no later than: 21 | Requests for clarification should be received by the Purchaser no later than: 21

days prior to the deadline for submission of Bids, in accordance with ITB 23.

Date: July 22, 2025

days prior to the deadline for submission of Bids, in accordance with ITB 23.

Date: August 05, 2025

JERMAINE JEWEL JEAN-PIERRE, PhD
PROJECT MANAGER
CARIBBEAN DIGITAL TRANSFORMATION PROJECT
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Please confirm in writing, receipt of this Addendum No. 1:

Name of Bidder:

Bidder’s Representative:

Print Name:

Title of Bidder’s Representative:

Signature:

Date:
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